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ERIC V. LARSON, RICHARD E. 7X¥X ny?’minn RAND 112n 7v nTann nx 7wn7 X1 2
DARILEK, DANIEL GIBRAN, BRIAN NICHIPORUK, AMY RICHARDSON, & LOWELL H. SCHWARTZ,
FOUNDATIONS OF EFFECTIVE INFLUENCE OPERATIONS: A FRAMEWORK FOR ENHANCING ARMY
CAPABILITIES (2009):

Influence operations are the coordinated, integrated,

and synchronized application of national diplomatic,
informational, military economic, and other capabilities

in peacetime, crisis, conflict, and postconflict to foster
attitudes, behaviors, or decisions by foreign target audiences
that further U.S. interests and objectives.
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House Permanent Select Committee on Intelligence, Report on 3
Russian Active Measures (March 2, 2018)
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(17717 1X1) ANXIL T7NT N21VT1 11LI'7§7 7' TA1 2016 711NN TNV
7w LAYN NTV1 7V 1T 1110 712011 71701 TTY1 AR 7Y 7N qwnin
TNI'AN VAN 7w 17770 121021 (House Judiciary Committee) orangn
ANWI11'1 07711 17121, 717X TN 12710 NV 701707 N1)'WNN 1711 D1an
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House Permanent Select Committee on 11 vy nn ayT 70 M1T7 4
Intelligence, Minority Views (March 2, 2018)

Russian Targeting of Election Infrastructure During the 2016 5
Election: Summary of Initial Findings and Recommendations (May 8,
2018)
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Dov H. Levin, When the Great Power Gets a Vote: The Effects of Great 6
Power Electoral Interventions on Election Results, 60 INTERNATIONAL
STUDIES QUARTERLY 189-202 (2016)

Andy Greenberqg, Everything We Know About Russia's Election- 17
Hacking Playbook, WIRED (September 9, 2017)
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Lucan Ahmad Way & Adam Casey, Russia Has Been Meddling in Foreign 11
Elections for Decades - Has It Made a Difference?, WASHINGTON PoST
(January 8, 2018)

.AIVD, ANNUAL REPORT REVIEW 9 (2017) : 73710 7w 1°y>TInN 0177w M1Ta X1 12
https://tinyurl.com/ybrwgwted :1w7pa 101

Constanze Stelzenmiiller, The Impact of Russian Interference on 13
Germany's 2017 Elections (Testimony before the U.S. Senate Select
Committee on Intelligence June 28, 2017)
https://tinyurl.com/ycx4fent :mw7ypa 17n1
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HOWARD KOLLANYI, BOTS, #STRONGERIN, AND #BREXIT: COMPUTATIONAL PROPAGANDA 14
DURING THE UK-EU REFERENDUM (2016)

Joseph R. Biden Jr. & Michael Carpenter, How to Stand Up to the 15
Kremlin: Defending Democracy Against its Enemies, 97 FOREIGN AFFAIRS
44-57 (2018)

.13 w"n 7°yY7 ,Stelzenmiller, The Impact 16

Mason Richey, Contemporary Russian Revisionism: Understanding 17
the Kremlin's Hybrid Warfare and the Strategic and Tactical
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Juan C. Zarate, The Cyber Attacks on Democracy, 8 THE CATALYST (2017) 18
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Competition, 3 (Foreign Policy at Brookings, 2018)

ICA, Assessing Russian Activities and Intentions in Recent US 20
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ABSTRACT

This study examines the threats posed by intervention in (or influence
on) Israel’s Knesset elections—in broadest sense—by means of cyber-
attacks conducted by foreign entities, whether at the state or sub-state
level. These threats are very real, as recent years have seen multiple cases
of states intervening in elections in other countries using internet-based
technology. The study does not look at attempts to influence the electoral
process by non-internet means; nor does it cover attempts to influence
the elections by Israeli political actors, unless they are acting via a foreign
entity, or are being knowingly used by a foreign entity in order to influence

the elections by internet-based means.

The goals of the study are to map and identify the main threats to the
electoral process and to public trust in the election results, as the public’s
confidence that the winners and losers are determined by a process that
was not falsified or interfered with in any other way is essential for our
most basic social foundations. These threats are assessed based on the
technological, legal, and institutional environment in which the defense
of Israel’s elections takes place, and policy recommendations are then

offered based on this assessment.
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Of the countries that over the last decade have been identified as
engaging in operations to exert influence via cyber tools, Russia has been
the most prominent—albeit not the sole—example, having attempted
to intervene in elections in Ukraine (2014), the United States (2016),
France (2017), Germany (2017), and the Netherlands (2017), as well as in
referenda in the United Kingdom, the Netherlands, Italy, and Spain (2017).
These actions were generally intended to support a particular candidate
or weaken others, while at least some had other goals as well: to create
social rifts in those countries over substantial issues and thus weaken
social unity; to advance strategic goals, such as weakening the NATO pact;
to undermine the principle of abiding by international norms; and to

damage public trust in the democratic process.

Cyberspace offers a range of means and methods for influencing elections,
such as: theft of information from political figures and disseminating it
in a way and at a time that will hurt opponents; corrupting information
within the election system—ranging from altering the electoral register
to altering results—in order to undermine public trust in the results;
preventing use of systems by inflicting DDOS (distributed denial of service)
attacks at a pre-determined time, and in places that use electronic voting
systems, attacking the computerized voting machines; creating and
spreading fake news over social networks; hoaxing third parties, such as

journalists, by using false identities on the web; and more.

Experience shows that attempts to intervene in elections involve three
main types of attack: (a) attacking the execution of the electoral process
at any of its stages, whether via forgery or by interference with or denial
of service; (b) attacks on political parties and figures using various means,
including stealing personal and political information and publicizing
it at an advantageous time, interfering with party preparations for the
elections, and more; and (c) attacking social networks and news sites as
sources of major influence over voters’ political positions, using cyber

tools.
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Cyber-attacks on the electoral process may include the use of technological
tools such as bots and big data technology; use of advanced tools for
hacking into computer systems; and the use of paid trolls, infiltration of
innocent web forums, and more. These tools have been used, for example,
in operations aiming to disseminate misleading information to a very large
audience; to steal information and selectively publicize it at a time that
will have most impact on the elections; in personalized micro-targeting
operations; in operations to exert influence by damaging infrastructure; and
more. What all these efforts tend to have in common is that the source of
the attacks is masked, making it very difficult to determine which state or

organization is behind them, and to clearly identify the attacker.

The outcomes of the cyber-attacks on elections in the United States and
other Western countries in recent years have shown that no country
can remain indifferent to the very real threat of cyber-attacks against its
electoral process and against public trust in the election results. Thus, a
series of actions are required, in terms of both defense and deterrence,
in order to significantly bolster the resilience of democracies and to
effectively protect them against such attacks. However, when liberal
democracies seek to defend themselves against attacks of this kind, many
questions arise regarding democratic principles and concepts, chief among
them being how to ensure that activities designed to prevent attacks on
the electoral process will not themselves be used to harm such liberal

democratic principles as freedom of expression, privacy, and equality.

Cyber-attacks intended to harm Israel’s electoral process could be carried
out in all the ways in which electoral systems have been attacked in
other countries. In addition, Israel is a riven and polarized society with
strong internal tensions over many questions: Jewish-Arab relations,
religion and society, the future of the occupied territories, and more. Thus,
striking at social consensus over the electoral mechanism as the main
national expression of democracy and as the source of the government’s

legitimacy—and as a way of undermining public trust in the election

\
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results—could be particularly deleterious to the social bindings that allow
Israel’s social disagreements to play out within a functioning society.
Because of this, protecting the electoral process in Israel carries special

importance.

A review of the institutional structure of the organizations that are
responsible for various elements relating to the security of the electoral
system—in its broadest sense—against cyber-attacks reveals that this
responsibility is divided (as detailed in the study) among several entities,
including the Central Elections Committee, the National Cyber Directorate,
the Israel Security Agency, the Israel Police, the Knesset Sergeant-at-Arms,
the Ministry of the Interior, the Privacy Protection Authority, and the
Registrar of Databases and the Cyber Unit in the State Attorney’s office.

It appears that the overall responsibility for protecting the elections
themselves from cyber-attack lies with the Central Elections Committee,
while the preliminary stage (preparing the electoral register) is the
responsibility of the Ministry of the Interior. It is not clear who is
responsible for protecting political parties, and in practice this is handled
by the party directors-general. As regards political figures who might be
targets for attack, the Knesset Sergeant-at-Arms is partially responsible
for data security for serving members of Knesset and their parliamentary
aides, but it is not clear who is responsible for protecting political figures
who are not Knesset members from cyber-attack. The issue of influencing
elections via manipulation of social media and news websites is the most
problematic for defining and setting clear responsibilities, and here the
division of responsibility between the National Cyber Directorate and the

Israel Security Agency should be properly examined.

The main problem lies in the fact that monitoring the internet in order
to protect free and democratic elections is an activity that itself carries
noticeable dangers for democracy, as there is a concern that tracking the

activities of voters and of political activists may serve to limit freedom
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of expression and impinge on privacy and equality in the elections—
interests that lie at the heart of the democratic process. Consequently,
the precondition for any regulation or legislation on this issue must
be an assessment of its impact on freedom of expression, on privacy
protections, and on other civil rights, given the particular sensitivity of the

electoral process.

Moreover, the extreme sensitivity of the electoral process requires unique
rules of subordination and reporting, especially regarding the relation
betweenthe constitutional responsibility of the Central Elections Committee
for the purity of the elections in their broadest sense, and the fact that the
security organizations report directly to the government. It is also necessary
to set principles for organizational coordination and boundaries regarding
this issue between the security and enforcement agencies themselves,

principles for notifying the public, and more.

The following policy recommendations are intended to strengthen and
improve the defense of the electoral process in Israel, in its broadest
sense, from cyber-attacks by foreign entities, both in order to prevent any
undue influence on the election results and to maintain public trust in

those results.
The main recommendations are as follows:

(1) The overall responsibility for protecting the elections process from
foreign intervention should be given to the Central Elections Committee,
with a clear ruling that the constitutional and institutional independence
of the Committee will be maintained in this field as well. Consequently,
the responsibilities and powers of the chairperson of the Central Elections

Committee in this regard should be clearly defined.

(2) A permanent advisory committee should be appointed to advise the
chairperson of the Central Elections Committee on protecting the electoral

process from cyber-attacks by foreign state entities. The roles of this
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advisory committee will include coordinating and sharing information
between the various bodies regarding cyber-attacks on the electoral
process; recommending to the chair methods of identifying such an
attack and its source, and means for thwarting it or limiting its harmful
effects; and making recommendations to the chair on publicizing,
partially or fully, the fact that an attack has taken place, including the

timing of such an announcement.

(3) The elections process should be declared a “critical national

infrastructure,” anchored in the Knesset Elections Law.

(4) The National Security Council (NSC) should formulate an overall
approach for the defense of Israel’s electoral system from foreign
intervention, and submit it for approval by the relevant body—the

Government or the cabinet.

(5) Regulations should be introduced statingwhich body has responsibility
for protecting political parties from cyber-attacks and how this should
be done in practice. Funding should be made available, including via
“designated funds” set aside in the parties’ election budgets, so that each

party can implement the security proposals autonomously.

(6) Responsibility for protecting members of Knesset and their
parliamentary aides should lie with the Knesset Sergeant-at-Arms, and
rules should be set down for reporting between the various entities
involved in protecting the electoral process from any suspicion of cyber-

attack against members of Knesset or their parliamentary aides.

(7) The directors general of political parties should be made responsible
for protecting their Knesset members’ use of computers that are
not under the jurisdiction of the Knesset Sergeant-at-Arms, as well
as defending against cyber-attacks on political figures who are not

members of Knesset. The directors-general should apply data security
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rules that will be issued by the Central Elections Committee, based on

recommendations from the National Cyber Directorate.

(8) It should be made a requirement, either via recommendation or
through binding act of legislation, that primary elections within political

parties should be held using paper ballots and not computerized systems.

(9) The National Cyber Directorate (NCD) should be made responsible for
defending against any cyber-based attempts to influence elections via
social networks and news websites. If any such attempts are identified,
they should be reported to the chair of the Central Elections Committee
and to the Israel Security Agency (ISA). Arrangements for which body is
responsible for dealing with these attacks should be agreed between the
NCD and the ISA, with the approval of the chair of the Central Elections
Committee. Due to the sensitivity of this subject, a dedicated unit should
be set up within the NCD to handle it, overseen by a body headed by a
retired justice. This body will ensure that the unit’s activities are restricted
to identifying use of social networks to influence elections in Israel to

serve foreign interests.

(10) The chair of the Central Elections Committee should have the power
to decide whether to make public the discovery of an attempt by a foreign

entity to influence the elections.

(11) Agreements should be reached for international cooperation to
identify the source of any attacks discovered. International cooperation
to identify the source of attacks should be promoted; this should include

an attempt to draft an international treaty.

(12) A covenant should be drafted in which all political parties commit to
refraining from operating virtual accounts (bots and trolls) as part of their

political campaigns, whether directly or indirectly.

ix
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(13) The act of collusion between an lIsraeli citizen or resident and a
foreign entity with the aim of influencing the elections should be made a
criminal offense. This offense should be defined carefully so as to restrict
it only to relevant cases, and prevent it from being applied against worthy

activities that are not the target of this legislation.

(14) The establishment of a broad civil system for fact-checking should be
encouraged, as part of the public resilience mechanism to defend against

targeted misdirection.

(15) The possibility should be explored of passing a law that forbids the
use of personal information for political micro-targeting, or at the least,
that requires full transparency for those being targeted that the message

presented is from a political source.

Implementing these recommendations, and paying continued institutional
attention to technological changes and developments in the field of
cyber-attacks, can strengthen Israel’s ability to defend itself and also
increase public awareness of the issue, which is an essential component of

democratic resilience.
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