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Rachel Kraus, How Well Does "Microtargeted Psychographic 34
Advertising" Work Anyway? MASHABLE, Mar. 24, 2018

Charlotte McEleny, Ford and Xaxis Score in Vietnam Using 35
Emotional Triggers Around the UEFA Champions League, THE DruM, Oct. 16,
2016

Ania G. Wieckowski, when Neuromarketing Crosses the Line, HARVARD 36
BUSINESS REVIEW, Jan. 23, 2019
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https://mashable.com/2018/03/24/how-microtargeted-ads-affect-behavior/
https://mashable.com/2018/03/24/how-microtargeted-ads-affect-behavior/
https://mashable.com/2018/03/24/how-microtargeted-ads-affect-behavior/
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https://www.thedrum.com/news/2016/10/18/ford-and-xaxis-score-vietnam-using-emotional-triggers-around-the-uefa-champions
https://www.thedrum.com/news/2016/10/18/ford-and-xaxis-score-vietnam-using-emotional-triggers-around-the-uefa-champions
https://hbr.org/2019/01/when-neuromarketing-crosses-the-line
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Tom Kelshaw, Emotion Analytics: A Powerful Tool to Augment Gut 37
Instinct, THINK WITH GoOGLE (August, 2017)

EXPERIAN, OMNIACTIVATION™ STRATEGIC SERVICES, PRODUCT SHEET (2018) 38

Michael Kranish, Trump's Plan for a Comeback Includes Building 39

a "Psychographic” Profile of Every Voter, THE WASHINGTON PosT, Oct.

27, 2016; Jonathan Albright, What's Missing from the Trump Election
Equation? Let's Start with Military-Grade Psyops, MebiumM, Nov. 11, 2016

Alexander Nix, The Power of Big Data and Psychographics in the 40
Electoral Process, YouTuBE (Presented at the Concordia Annual Summit,
New York, 2016); ADVERTISING RESEARCH FOUNDATION, CAMBRIDGE ANALYTICA: MAKE
AMERICA NUMBER ONE, CASE sTuDY (2017)


https://www.thinkwithgoogle.com/intl/en-gb/consumer-insights/emotion-analytics-powerful-tool-augment-gut-instinct/
https://www.thinkwithgoogle.com/intl/en-gb/consumer-insights/emotion-analytics-powerful-tool-augment-gut-instinct/
https://www.thinkwithgoogle.com/intl/en-gb/consumer-insights/emotion-analytics-powerful-tool-augment-gut-instinct/
https://www.experian.com/assets/marketing-services/product-sheets/omniactivation-strategic-services.pdf
https://www.washingtonpost.com/politics/trumps-plan-for-a-comeback-includes-building-a-psychographic-profile-of-every-voter/2016/10/27/9064a706-9611-11e6-9b7c-57290af48a49_story.html?utm_term=.c3241ad102d2
https://www.washingtonpost.com/politics/trumps-plan-for-a-comeback-includes-building-a-psychographic-profile-of-every-voter/2016/10/27/9064a706-9611-11e6-9b7c-57290af48a49_story.html?utm_term=.c3241ad102d2
https://www.washingtonpost.com/politics/trumps-plan-for-a-comeback-includes-building-a-psychographic-profile-of-every-voter/2016/10/27/9064a706-9611-11e6-9b7c-57290af48a49_story.html?utm_term=.c3241ad102d2
https://medium.com/@d1gi/whats-missing-from-the-trump-election-equation-let-s-start-with-military-grade-psyops-fa22090c8c17
https://medium.com/@d1gi/whats-missing-from-the-trump-election-equation-let-s-start-with-military-grade-psyops-fa22090c8c17
https://medium.com/@d1gi/whats-missing-from-the-trump-election-equation-let-s-start-with-military-grade-psyops-fa22090c8c17
https://www.youtube.com/watch?v=n8Dd5aVXLCc
https://www.youtube.com/watch?v=n8Dd5aVXLCc
https://www.youtube.com/watch?v=n8Dd5aVXLCc
https://www.warc.com/content/article/Cambridge_Analytica_Make_America_Number_One/110517
https://www.warc.com/content/article/Cambridge_Analytica_Make_America_Number_One/110517
https://www.warc.com/content/article/Cambridge_Analytica_Make_America_Number_One/110517
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Dave Karpf, will the Real Psychometric Targeters Please Stand 41
Up?, CivicisT, Feb. 1, 2017; Nicholas Confessore & Danny Hakim, Data
Firm Says "Secret Sauce" Aided Trump; Many Scoff, NEw York TIMES, Mar.
6, 2017; M. Schwartz, Facebook Failed to Protect 30 Million Users from
Having their Data Harvested by Trump Campaign Affiliate, THE INTERCEPT,
Mar. 30, 2017

Cambridge Analytica Receives Top Honor in the 2017 ARF David 42
0gilvy Awards, CIsIoN: PR NEWSWIRE, Mar. 21, 2017
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https://civichall.org/civicist/will-the-real-psychometric-targeters-please-stand-up/
https://civichall.org/civicist/will-the-real-psychometric-targeters-please-stand-up/
https://www.nytimes.com/2017/03/06/us/politics/cambridge-analytica.html?_r=0
https://civichall.org/civicist/will-the-real-psychometric-targeters-please-stand-up/
https://www.nytimes.com/2017/03/06/us/politics/cambridge-analytica.html?_r=0
https://www.nytimes.com/2017/03/06/us/politics/cambridge-analytica.html?_r=0
https://theintercept.com/2017/03/30/facebook-failed-to-protect-30-million-users-from-having-their-data-harvested-by-trump-campaign-affiliate/
https://theintercept.com/2017/03/30/facebook-failed-to-protect-30-million-users-from-having-their-data-harvested-by-trump-campaign-affiliate/
https://theintercept.com/2017/03/30/facebook-failed-to-protect-30-million-users-from-having-their-data-harvested-by-trump-campaign-affiliate/
https://www.prnewswire.com/news-releases/cambridge-analytica-receives-top-honor-in-the-2017-arf-david-ogilvy-awards-300426997.html
https://www.prnewswire.com/news-releases/cambridge-analytica-receives-top-honor-in-the-2017-arf-david-ogilvy-awards-300426997.html
https://www.prnewswire.com/news-releases/cambridge-analytica-receives-top-honor-in-the-2017-arf-david-ogilvy-awards-300426997.html
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Ruby Cramer, Two Years Ago, Revolution Messaging Helped Bernie 44
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Jeff Chester, Big Cable Companies Track & Target You via TV, 45
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https://www.buzzfeednews.com/article/rubycramer/revolution-messaging
https://www.buzzfeednews.com/article/rubycramer/revolution-messaging
https://www.democraticmedia.org/content/big-cable-companies-track-target-you-tv-mobile-pc
https://www.democraticmedia.org/content/big-cable-companies-track-target-you-tv-mobile-pc
https://www.democraticmedia.org/content/big-cable-companies-track-target-you-tv-mobile-pc
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US House Ethics Committee is Advising Politicians Against Sharing
Deepfakes, THEVERGE, Jan. 29, 2020
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Elaine Moore and Hannah Murphy, Facebook's Fake Numbers Problem: 68
Lex in Depth, FINANCIAL TIMES, Nov. 18, 2019
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JOSHUA A. TUCKER ET AL., SOCIAL MEDIA, POLITICAL POLARIZATION, AND POLITICAL 69
DISINFORMATION: A REVIEW OF THE SCIENTIFIC LITERATURE (March 2018)
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Barbara Ortutay & Amanda Seitz, Facebook’s Influencers Nod Shows 71
Murky Side of Campaign Ads, AsSocIATED PRess, Feb. 14, 2020


https://www.hewlett.org/wp-content/uploads/2018/03/Social-Media-Political-Polarization-and-Political-Disinformation-Literature-Review.pdf
https://www.hewlett.org/wp-content/uploads/2018/03/Social-Media-Political-Polarization-and-Political-Disinformation-Literature-Review.pdf
https://www.hewlett.org/wp-content/uploads/2018/03/Social-Media-Political-Polarization-and-Political-Disinformation-Literature-Review.pdf
https://www.usnews.com/news/business/articles/2020-02-14/facebook-to-allow-paid-political-messages-that-arent-ads
https://www.usnews.com/news/business/articles/2020-02-14/facebook-to-allow-paid-political-messages-that-arent-ads
https://www.usnews.com/news/business/articles/2020-02-14/facebook-to-allow-paid-political-messages-that-arent-ads
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ROBERT MUELLER, REPORT ON THE INVESTIGATION INTO RUSSIAN INTERFERENCE IN 72
THE 2016 PRESIDENTIAL ELECTION (U.S. Department of Justice, March 2019)

Davey Alba, Fake "Likes" Remain Just a Few Dollars Away, 173
Researchers Say, NEw YORk TIMES, Dec. 6, 2019

Atlantic Council Digital Forensic Research Lab, Inauthentic 74
Israeli Facebook Assets Target the World, Meorum, May 17, 2019

Joe Uchill, Privacy Plan could Worsen Facebook's Echo Chamber 175
Problem, Ax1os, Mar. 7, 2019; Alex Horton, Russian Trolls are Targeting
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https://www.justice.gov/storage/report.pdf
https://www.justice.gov/storage/report.pdf
https://www.justice.gov/storage/report.pdf
https://www.nytimes.com/2019/12/06/technology/fake-social-media-manipulation.html
https://www.nytimes.com/2019/12/06/technology/fake-social-media-manipulation.html
https://www.nytimes.com/2019/12/06/technology/fake-social-media-manipulation.html
https://medium.com/dfrlab/inauthentic-israeli-facebook-assets-target-the-world-281ad7254264
https://medium.com/dfrlab/inauthentic-israeli-facebook-assets-target-the-world-281ad7254264
https://medium.com/dfrlab/inauthentic-israeli-facebook-assets-target-the-world-281ad7254264
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American Veterans, and Trump's Government Isn't Helping, Group Says,
WASHINGTON PosT, Jan. 7, 2020

Guido Caldarelli, ba 1x11.6 p"n 77y7 "0D21x?7°X 7p np1 nawnl 1°K" , o010 76
Rocco De Nicola, Fabio Del Vigna, Marinella Petrocchi & Fabio Saracco,
The Role of Bot Squads in The Political Propaganda on Twitter, 3
COMMUNICATIONS PHYsICS (Article number 81, 2020)

Sheera Frenkel & Davey Alba, Digital Edits, a Paid Army: Bloomberg 17
is "Destroying Norms" on Social Media, NEW YORk TIMES, Feb. 22, 2020


https://www.nature.com/articles/s42005-020-0340-4
https://www.nature.com/commsphys
https://www.nytimes.com/2020/02/22/technology/bloomberg-social-media.html
https://www.nytimes.com/2020/02/22/technology/bloomberg-social-media.html
https://www.nytimes.com/2020/02/22/technology/bloomberg-social-media.html
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SENATE SELECT COMMITTEE ON INTELLIGENCE, REPORT ON RUSSIAN ACTIVE MEASURES 78
CAMPAIGNS (2020)

Rebecca Lewis, Alternative Influence: Broadcasting the 79
Reactionary Right on YouTube, DATA & SOCIETY (2018)

Jonathan Albright, The Shadow Organizing of Facebook Groups: 80
How Political Lies and Conspiracies are Spreading without Detection,
MEDIUM (2018)
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https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume2.pdf
https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume2.pdf
https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume2.pdf
https://medium.com/s/the-micro-propaganda-machine/the-2018-facebook-midterms-part-ii-shadow-organization-c97de1c54c65
https://medium.com/s/the-micro-propaganda-machine/the-2018-facebook-midterms-part-ii-shadow-organization-c97de1c54c65
https://medium.com/s/the-micro-propaganda-machine/the-2018-facebook-midterms-part-ii-shadow-organization-c97de1c54c65
https://www.ynet.co.il/articles/0,7340,L-5487465,00.html
https://www.ynet.co.il/articles/0,7340,L-5487465,00.html
https://www.the7eye.org.il/362286
https://13news.co.il/item/news/tech-digital-science/i66rz-151130/
https://www.the7eye.org.il/361186
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Strategic Manipulation of Search Engine Results Pages (SERP) 85

Robert Epstein & Ronald E. Robertson, The Search Engine 86
Manipulation Effect (SEME) and Its Possible Impact on The Outcomes
of Elections, 112 (33) PROCEEDINGS OF THE NATIONAL ACADEMY OF SCIENCE (PNAS),
E4512-E4521 (2015)


https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4547273/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4547273/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4547273/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4547273/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4547273/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4547273/
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Presidential Results CNN (Election 2016)

Panagiotis Takis Metaxas, web Spam, Social Propaganda and 88

the Evolution of Search Engine Rankings, WEB INFORMATION SYSTEMS AND
TECHNOLOGIES (2010); Michael Golebiewski & Danah Boyd, Data Voids:
Where Missing Data Can Easily Be Exploited, DATA & SOCIETY (May 2018);
Danaé Metaxa-Kakavouli & Nicolds Torres-Echeverry, Google's Role in
Spreading Fake News and Misinformation, SSRN (October 2017)
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https://edition.cnn.com/election/2016/results/president
https://link.springer.com/chapter/10.1007/978-3-642-12436-5_13
https://link.springer.com/chapter/10.1007/978-3-642-12436-5_13
https://link.springer.com/chapter/10.1007/978-3-642-12436-5_13
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3062984
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https://www.electoralcommission.org.uk/sites/default/files/pdf_file/Digital-campaigning-improving-transparency-for-voters.pdf
https://www.electoralcommission.org.uk/sites/default/files/2020–04/UKPGE election report 2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/864167/CDEJ7836-Review-of-Online-Targeting-05022020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/864167/CDEJ7836-Review-of-Online-Targeting-05022020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/864167/CDEJ7836-Review-of-Online-Targeting-05022020.pdf
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;77701 12101 W0 VT T1AWN1 70 NI 170 A717Y OX D2 ,71'0'710
ANX7 1Y 07111 D'WINY 7w 1NN T1i7 V13§77 T30 X7 DT 171X
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OXFORD TECHNOLOGY & ELECTIONS COMMISSION, POLITICAL CAMPAIGNING: DA IX1 193
THE LAW, THE GAPS AND THE WAY FORWARD 22-23 (October, 2019)

Data Protection Act of 2018, §8, Schedule 1, Part 2, g22 194

INFORMATION COMMISSIONER'S OFFICE, GUIDANCE ON POLITICAL CAMPAIGNING: 195
DRAFT FRAMEWORK CODE FOR CONSULTATION 38 (2019)

INFORMATION COMMISSIONER'S OFFICE, DEMOCRACY DISRUPTED? PERSONAL 196
INFORMATION AND POLITICAL INFLUENCE 30 (July 11, 2018)

INFORMATION COMMISSIONER'S OFFICE, GUIDANCE ON POLITICAL CAMPAIGNING: 197
DRAFT FRAMEWORK CODE FOR CONSULTATION (August, 2019)


https://oxtec.oii.ox.ac.uk/wp-content/uploads/sites/115/2019/10/OxTEC-The-Law-The-Gaps-and-The-Way-Forward.pdf
https://oxtec.oii.ox.ac.uk/wp-content/uploads/sites/115/2019/10/OxTEC-The-Law-The-Gaps-and-The-Way-Forward.pdf
https://oxtec.oii.ox.ac.uk/wp-content/uploads/sites/115/2019/10/OxTEC-The-Law-The-Gaps-and-The-Way-Forward.pdf
https://ico.org.uk/media/about-the-ico/consultations/2615563/guidance-on-political-campaigning-draft-framework-code-for-consultation.pdf
https://ico.org.uk/media/about-the-ico/consultations/2615563/guidance-on-political-campaigning-draft-framework-code-for-consultation.pdf
https://ico.org.uk/media/about-the-ico/consultations/2615563/guidance-on-political-campaigning-draft-framework-code-for-consultation.pdf
https://ico.org.uk/media/action-weve-taken/2259369/democracy-disrupted-110718.pdf
https://ico.org.uk/media/action-weve-taken/2259369/democracy-disrupted-110718.pdf
https://ico.org.uk/media/action-weve-taken/2259369/democracy-disrupted-110718.pdf
https://ico.org.uk/media/about-the-ico/consultations/2615563/guidance-on-political-campaigning-draft-framework-code-for-consultation.pdf
https://ico.org.uk/media/about-the-ico/consultations/2615563/guidance-on-political-campaigning-draft-framework-code-for-consultation.pdf
https://ico.org.uk/media/about-the-ico/consultations/2615563/guidance-on-political-campaigning-draft-framework-code-for-consultation.pdf
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198 01171YNI 7D 7V 1NO01'W XW111 0'NIN 0772 1W111'w TV DN
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European Data Protection) '™011"Xi1 TIN'X1 M1'DIAM T111'¥1,2019 IX11101
T17'YAn faNi 172Ny DIN11 7V VTN XY WY van *(Supervisor
7V nv17 yawin7 717V vT'n T 7w 0'7ann NationBuilder imiwin
TNA'X1i1 .D™N12 7V VTN TNIDD1AN T1'Y710'IN AWAX71 71'Nan M
TIX 01Ri1 DIN71Ai 127 12N1 W0 "TIVNYT7 171IY MWRIY Y17
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,ATVANTT TITY ANj71 NNAWAY7 T2 0"WXi 0'DIA NIX 1'T7 1wjzad
VT 7147 13T T1'7700 TN7700 07 wATID 11D 7N 770 X7
VTR mmin :17717) (GDPR — General Data Protection Regulation)

200 ((GDPR) V1Ml 711771 IX TI1'A1Ki

ICO, DEMOCRACY ;114 w"n 77y7 ,Lomas, European Parliament's 198
.196 v"n '77y7 ,DISRUPTED?

EDPS investigates European Parliament's 2019: Election 199
Activities and Takes Enforcement Actions, EUROPEAN DATA PROTECTION
SUPERVISOR, Nov. 28, 2019

EU Data Protection Rules, EUROPEAN COMMISSION WEBSITE; Lomas, 200
N127X1 7Y D1I0°Y7 nyTInnn vIvIX ;114 ' 7YY European Parliament's
"Strong data protection rules are essential for :7m17°xn TIN?N2 M17pIaN
democracy, especially in the digital age. They help to foster trust in
our institutions and the democratic process, through promoting the
responsible use of personal data and respect for individual rights"

90


https://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-investigates-european-parliaments-2019_en
https://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-investigates-european-parliaments-2019_en
https://edps.europa.eu/press-publications/press-news/press-releases/2019/edps-investigates-european-parliaments-2019_en
https://ec.europa.eu/info/law/law-topic/data-protection/eu-data-protection-rules_en
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General Data Protection Regulation (GDPR), Requlation 2016/679 201
0J L 119. 04.05.2016; cor. 0J L 127, 23.5.2018, g6(e)

GDPR, §9(1) 202
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GDPR, §9(1)(g): Recitals 51, 52, 55-56 203
GDPR, g14 204

Sarah Perez, Google Rolls Out New Policies for U.S. Election Ads, 205
TECHCRUNCH, May 4, 2018
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77y%7 ,Chester & Montgomery ;75-72 'nya ,53 v"n 77y7 ,Persily 206

Hard Questions: What is Facebook Doing to Protect: 11 'nya ,168 v"n
110NN 1171 778" 10271 n7X87 ;Election Security?, FAcEBoOK, Mar. 29, 2018
.4.10.2019 ,A7InnT "D1777w 1IYTIN 0D18Y7 DXj7077187 1paxn 7110778

Tony Romm, Google Announces New Political-Ads Policies that 207
Limit Targeting but Not all Lies, WASHINGTON PosT, Nov. 20, 2019


https://newsroom.fb.com/news/2018/03/hard-questions-election-security
https://newsroom.fb.com/news/2018/03/hard-questions-election-security
https://www.themarker.com/technation/1.7944704
https://newsroom.fb.com/news/2018/03/hard-questions-election-security
https://www.themarker.com/technation/1.7944704
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https://www.ftc.gov/sites/default/files/attachments/press-releases/ftc-publishes-final-guides-governing-endorsements-testimonials/091005revisedendorsementguides.pdf
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Dannagal G. Young & Shannon C. McGregor, Mass Propaganda Used to 224
be Difficult, But Facebook Made It Easy, WASHINGTON PosT, Feb. 14, 2020;
Facebook Business, Targeting to Ensure Advertising is Safe and Civil,
FACEBOOK, Apr. 24, 2018; Russian Ads Released by Congress, FACEBOOK, MAY
10, 2013

Ellen L. Weintraub, Don't Abolish Political Ads on Social Media. 225
Stop Microtargeting, WASHINGTON PosT, Nov. 1, 2019

John Borthwick, Ten Things Technology Platforms Can Do to 226
Safeguard the 2020 U.S. Election, RENDER, Jan. 8, 2020

Feinstein Bill Would Give Voters Control Over Personal Data, 227
OFFICE OF SENATOR DIANNE FEINSTEIN (press release, July 21, 2019)
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https://about.fb.com/news/2018/05/russian-ads-released-by-congress/
https://render.betaworks.com/ten-things-technology-platforms-can-do-to-safeguard-the-2020-u-s-election-b0f73bcccb8
https://render.betaworks.com/ten-things-technology-platforms-can-do-to-safeguard-the-2020-u-s-election-b0f73bcccb8
https://render.betaworks.com/ten-things-technology-platforms-can-do-to-safeguard-the-2020-u-s-election-b0f73bcccb8
https://www.feinstein.senate.gov/public/index.cfm/press-releases?id=B4FBA307-B050-4623-8EAF-841DCDCAFDA4
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Justin McCarthy, In U.S., Most Oppose Microtargeting in Online 228
Political Ads, GaLLuP BLoc (March 2, 2020)


https://news.gallup.com/opinion/gallup/286490/oppose-micro-targeting-online-political-ads.aspx
https://news.gallup.com/opinion/gallup/286490/oppose-micro-targeting-online-political-ads.aspx
https://news.gallup.com/opinion/gallup/286490/oppose-micro-targeting-online-political-ads.aspx
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Comprehensive political advertising content

The APIs should include paid political adverts and issue-based adverts, without
limiting access on the basis of pre-selected topics or keywords. Non-paid, public
content that is generated by users who are known political content purveyors should
also be available.

The content of the advertisement and information about targeting criteria, including:

= The text, image and/or video content and information about where the ad
appeared.

= Thetargetingcriteria used by advertisers to design their ad campaign, as well
as information about the audience that the ad actually reached.

= The number of impressions that an ad received within specific geographic
and demographic criteria (e.g. within a political district, in a certain age

range), broken down by paid vs. organic reach.

®= The amount of engagements that an ad received, including user actions
beyond viewing an ad.

= Information about how much an advertiser paid to place the ad.

= Information about microtargeting, including whether the ad was a/b tested
and the different versions of the ad; if the ad used a lookalike audience; the
features (race, gender, geography, etc.) used to create that audience; if the
ad was directed at platform-defined user segments or interests, and the
segments or interests used; or if the ad was targeted based on a user list the

advertiser already possessed.
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Functionality to empower, not limit, research and analysis, including:

Unique identifiers associated with each advertisement and advertiser to
allow for trend analysis over time and across platforms.

Allimages, videos, and other content in a machine-readable format accessible
via a programmatic interface.

The ability to download a week’s worth of data in less than 12 hours and a
day’s worth of data in less than two hours.

Bulk downloading functionality of all relevant content. It should be feasible to
download all historical data within one week.

Search functionality by the text of the content itself, by the content author or
by date range.

Up-to-date and historical data access, including:

Availability of advertisements within 24 hours of publication.

Availability of advertisements going back 10 years

APIs should be promptly fixed when they are broken

APIs should be designed so that they either support or at least do not impede

long-term studies

Public access

The APl itself and any data collected from the API should be accessible to and shareable

with the general public.
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ABSTRACT

Recent years have seen a dramatic change in the nature of election
campaign advertising in Israel and throughout the world. The switch to
online advertising and to individual contacts and marketing via diverse
digital platforms—specifically targeted to a voter—has unleashed a
power that is immeasurably greater than that of all earlier forms of voter
persuasion.The new methods make it possible to manipulate voters’ ideas
and the election process, especially with their potential to disseminate
fake news or disinformation/misinformation via social networks and
other channels, as well as a deep analysis of personal data by means of

algorithms based on the processing of big data.

Meanwhile, the laws related to election propaganda are frozen in the
past, an archaic relic of the modes that were employed in years gone by.
They prescribe rigid and detailed limits for political advertising in the
traditional media (the print press, radio, and television). Today, however,
candidates, political parties, and others (“non-party actors”) publish freely
on digital platforms, whose influence on the voting public continues
to grow, and are not subject to any legal strictures. Quite the contrary:
from the statutory perspective in Israel, so far as election propaganda is

concerned the online world is the Wild West.

iii
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The absence of boundaries between the permitted and the forbidden
distorts the possibility of free and autonomous voting decisions by
individuals, as well as the fairness of the election process and the equal
opportunity that should be enjoyed by all lists and candidates. In other
words, the fact that there is no regulation of election propaganda in
the digital universe bodes disaster for the defense of the values that
are the basis of democratic elections: freedom of expression, pluralism,
equal opportunity, secrecy, privacy, and free and fair elections, as well
as squandering public resources. Some of the problem stems from the
fact that techniques that were originally meant to sell products and
services online are now exploited to influence beliefs, opinions, and
democratic elections. Accordingly, with regard to modes of advertising
and persuasion that relate to the democratic process and not to the
commercial marketplace, we need to create a new regulatory framework

to protect the values that are the bedrock of democratic elections.

To cope with the threat that online election propaganda poses to the
principles of democratic elections in Israel, we propose five reforms, as

follows:

(1) To add to the Election Propaganda Law a clear section on its goals,

including protection of the right to privacy;

(2) To include in the law the principle of transparency, obligating
advertisers to identify themselves and mark content as political
propaganda. This provision should apply to all types of election
propaganda, includinginthe digital realm and the social networks, and to

advertising by candidates, political parties, and nonparty organizations;

(3) To enact legislation that places limits on the use of personal
information for the purpose of election propaganda. In particular: (a) to
limit the use of the voters’ roll and other databases and to restrict the
processing of sensitive personal information; (b) to outlaw all digital

efforts to interfere with elections and suppress voter turnout; (c) to



Abstract

ban digital fraud and threats to honest elections; (d) to require that a
provision for privacy and a privacy impact assessment be included in
the processing of data for election purposes; (e) to empower the chair
of the Central Elections Committee to issue restraining orders against

violations related to direct mailings and database administration;

(4) To authorize the chair of the Central Elections Committee to issue
restraining orders against election propaganda that violates statutes that
are not enumerated in the Election Propaganda Law. This power would be
invoked only in exceptional cases that severely infringe the possibility of

free and fair elections;

(5) To enact more comprehensive regulation for safeguarding data that is

collected and saved by candidates.

\
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