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D'T1D O'WIY 7'Di17 FTC™7 Awax™ N1'DIAi 11217 DITIDD 1171 T'DAYN
NG NI IR FTCT wi7'd fVXaa S7amIx 'ana mnnan 7y nn

Comp., In re Support King, LLC, F.T.C. File No. 192-3003 (Dec. 20, 64
2021)

Federal Trade Commission, Advance Notice of Proposed Rulemaking: 65
Commercial Surveillance ANPR, R111004 (Aug. 22, 2022, 16 CFT chapter
undef, 2022-17752)

Comp., In re Support King, LLC, F.T.C. File No. 192-3003 7vn7 1x1 66
(Dec. 20, 2021); Compl., In re Retina-X Studios, LLC, F.T.C. File No.
172-3118 (Mar. 26, 2020); Comp., for Permanent Injunction and Other
Equitable Relief, FTC v. CyberSpy Software, LLC., No. 6:08-cu-01872
(M.D. Fla. Filed Nou. 5, 2008)

Federal Trade Commission, Advance Notice of Proposed Rulemaking: 67
Commercial Surveillance ANPR, R111004 (Aug. 22, 2022, 16 CFT chapter
0°T21Y DA 77122 nyXna 17AI0 "consumer" ;undef, 2022-17752), 51276, 51280
.A1D 7301
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NUN 1j7VNn DWW 7w 171INDW1 701X (X)) :D™M7'Y D'RYT w17el
DLW 7W TI7VIN0 1'27 TIM7V0 "2 10X (2) ;70N YT 7140 791 77N
7w N7VIN7 1117V "1 NITRi 121 ,i71W1 TINNTIA T1II'NANT 12X T1I'NAN 17X
1j7VN 190 DYDY 7V 112717 MY (1) ;177NTOX7 wax 'oawn 770 7D

8 1M17;717{7 VTN 711211 7115770710 1901 j7'TN1 DY "INUN

on"n FTCTW TNY7N 2 TNYA7 X570 7157321 199DX0 171901 1y
110N N0 MIAINT1 17VNa )17 17 DR myTIing matwn
1j7VNi1 N7'N7 Y111 D'N1ITR 0147 2N 11K FTCT1 D fINT1.VT'0 TINDIXT
,127'07 JNXV 1j7VNil DXVU7 1IX 1T"T11V INXR YYX17 [7'DYNI "KWY MYAND
1TaY JNNI7N1 JN'DIAY7 1T 7w 197 1177120 annna 111'nan
TIX 111 130 71701 D'WITN DAY 711 J1MA0 JIIXIRD 722101 DXNIXN
1727011 717'wWil TIX 111 71010 71712V 71110 7Y 7'0VNN 7W DD
T1V 7¥ MA00 MY JIX DITRND IR T1'DIAY7 1119 1107 7V 03110
11 N17'N N1 Y7V1 0TV 70 7227 .A17'NTD7N TV D701 N1'o1aY
11270 WYNY7 11271 01111 DTAIXN DTN X DITDIN ,DAMIWD0 VI
T2V TI1'DIA 7V 11270 100W IR LTIV D701 711'D1A7 DITDT 7Y

971" INXNIXN X' 17VN T1'A1711001 WIN'W fYV1 01w D'8IN31

917N TIN'NG .1.4.2

GDPR-a1 *a%7 m1'paa7 nidtia 7y 111 .1.4.2.1
LAWK WX, TIDD1AN 110127 T2V 7w 171107 ,'217'Ki1 TINR 1T 117
0 TR DTR TN JIIAXYT 8 N'WODa1 T'DIAY7 N 7w anay 7y

.51281 'ny ,ov¥ 68
.312 'ny ,41 v"n 77y7 ,Kim & Bodie ;210 'ny ,22 p"n 77°y7 ,Hoppe 69

European Convention on Human Rights, as amended by Protocols Nos. 70
.(N731717XN DTN M”17 DInK :17n7) 11, 14 and 15
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171127 7w 11977, JIXT DY 211207 TIINX 7V1 Y710 711017 "01Ri0 107'XY7
TNADN,1OX1.J11IWNA7 11711 17711 777N AT 001 7V T'D1A7 111V 7w
DAWNT T2 TN ORI TIYIDT JIINXR TR TR Q19K7 171D N0
77nn1 21XV (European Court of Human Rights — ECtHR) DTX 111277 "217'Xi1
TNDTAY 7001 1993 TIW1 77D .J11'DIAY7 TA1Vil 7127 7W i T117112 TIX DIWi
MW7 TIX 71 X7 117712 101 ,0TX 7W D"WRi 1N 7V 111271 17712 111'D1A7
NI07 DX 7w 171107 TIX D2 X7X ,1"7X 1Nj7i 729N DY VTN XW11 7w
1070 MN'WY {7001 1T NN 7201 72UNY7 YIND 0'WIX DY 00N 711D1VN
D17NN TIYXIINT DIDIR TIWA1 w720 Mooy 7"X1T 2NN
N7 [7'DVYNnY 11711 ,711'0D1AY7 N1 NIDA 0N Y7 11Mwy aT1avin
TN71aNW 1310 12 17T 7V MO 17X TIMY7ZTNY WRIN TV IR YT
7w M'D7 DIDIR TAW VN7 NTTTA Y7 711270 11190 711'd0A 7Y

“ovnn

TIWI1 T11IV WIVY wWIN'Wil TNX 7'0DVUN 7¥ 17NV {7001 X WDl
TIID1T1 TIYXARD TA1Vi 7w T1'D1A T2171271 INX 1ji7VN 711117 ,D1NDINI
X111 1271 7'DVUNI 7W "N07 DIDIR TIAWA7 "7 1'% 07T 0DM0N
Y7 AWy 17X 17'027 °.711'01A7 TV 711211 71710 X7 1y 1Ta1
1PV 71NN T2V TXRYND TV 7w T1'D1A7 177127 711'N13 131 T112'wn
7w DXNIXNN NI 71VYNYT7 11Yn 11'D1aY7 11T 71200 JINYaXnN il
IWXD ODIN7717 0D WX 0'a011 0'71YN7 01 ,0TX 7¥ DY 17N

6171712V ANTN 1'27 T2V 7 0019 1N 1717 12 1IN0 DD

Charter of Fundamental Rights of the European Union (2016/c 71
L(T1D7 M171277 "31717KA 11'XA :1707) 202/02)

:170'7) The Treaty on the Functioning of the European Union (TFEU) 72
.(1ap?7 nanx

Niemietz v. Germany (1993) 16 E. H. R. R 97, [27]-129] 173

Halford v. United Kingdom (1997) 24 E.H.R.R. 523, [1]-12]; Copland v. 74
United Kingdom (2007) 45 E.H.R.R. 37, [39]-[49]

Bdrbulescu v. Romania [2016] IRLR 235 75

.44 v"n 77y7 ,Zhang 176
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General) T11"DYA NI TI77IN D2 VAWM T1'DIAY7 TV 11T 7w n19§7°1
TN 1713w M1'01 1nd mnnin (GDPR :17117 ;Data Protection Regulation
T2V M7V 711'DIA1 71Y*A0 TNINN 7wn7 70 7.1'pia7 1Mot yin
AN 12 .T12Y 71N "7 7WNY7 78,710 '07 1277 WATI DX T2V 7V "WIXR VTN
7 TI'TIN TIANTIA T'AY X7 YIND VT OX 711V 7V "WX VTN T1V7
J7'0VUN1 TN 7w 17N Y71 7Y 7207 TX X1 TVAY 710 07 7'0UNil
'R DAY DT 0701 71 I 9110101 Y107 T11vi 7w 17110000

81NV TV 7w 171310 7V 1IX 1'T1MOT 7V fVaWn DY fIND 07

TI'DIAY TV 7Y 111071 Y20 TWAR7 Mwyi ,GDPR™1 107 ,J10D11 171X
VTN D7V '7V1 W "NDA7 DR TINWAT JYNY7 7190 TX'NT X'
7w NYIN 170 T112i X1 PAX M7 70V DIDIR 82 7'DVni 1m7)
X 1IN M7 172X 7w VTN J1ING77 TR 7V 7WN7 WK VTN 111X
MW IX T2V TYN TN710 X7 IX 7710 X7 TNATTN YN 70 wion
TI7TX TNON1 7'0YNi 7¥ 71170117090 11171 72 . 1WIX'a1 111vi m7we

JND7 DD

European) VTN T112i17 T1"Q1V'Ki AIXVIN{ DN 2017 NIWA ANYT 1101
TIi77TXi 7V VW7 j7'0VNi Twax’7 (EDPB :17n7 ,Data Protection Board

Regulation 2016/679 of the European Parliament-7 9716 n°a’yp 77

and of the Council of 27 April 2016 on the Protection of Natural
Persons with Regard to the Processing of Personal Data and on the Free
Movement of Such Data, and repealing Directive 95/46/EC (General Data
.(GDPR :17n'7) Protection Regulation), 2016 0.J. (L 119) 1

.(c)(1)6 'v ,op 78
.(b)(1)6 'D ,ov 79
.(a)(1)6 'vp ,ov 80

Article 29 Data Protection Working Party, :(1)43 nnTy7n 'pD ,op 81
Opinion 2/2017 on Data Processing at Work, 17/EN WP 249 (June 8, 2017);
Pauline T. Kim & Matthew T. Bodie, Artificial Intelligence and the
Challenges of Workplace Discrimination and Privacy, 35 ABA JOURNAL
LAB. & Emp. Law 289, 309 (2021)

.GDPR-7 (£)(1)6 'D 82
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,2017 T11W1 fINDYIA YT NTINY AX .GDPR™1 V11§71 "M'D'A7i1 DD
D711 DTV INX 17YN0 N1171100 waY 1971 117170 110an 1107
TNDT 1"27 {7'0DVUNi DX 1"2AW NITRi 711317 D210 11 1171w 0D'NINi

8.0 T1Vn

DADI'RI1 777X 7V YW 01D 11711001 TIXRNNA  JIVTI 11N '07
DN TNA0N1 17VN T11'1711001 WIN'Wil TIX 'wWION) GDPR1 7w "N'D7in
T7'W' 112'W1 7'0UNi 7W "ND7 DIDIRI1 WIN'TM DW7 7'0YN-T111Y
w17Wn 111V 7V 7TX10 X71 "INTIN 1j7VYN 7707 A717V ,1'0201 7V 11am
TX7 277VNi NMN7110D 7 121N A7V, A1WRAT 1200 717 71110
TIX 7117220 Q711 11201 171 10 YT (10X7 TNATYNn 117110040 7171070
710D TNIZIING N1171100 ,7WUN7 WX VTN 7w IR X7 TI2W7 102'0i
TIDIVUN IR [TV TIN17N1 IXT JIN7XN 1120 ,i7'0YNi 021 7V 1417 " 1D
,T1VN TI'AT INK 71N X7 1i7VN 1WAaX7 TMyy ,01j7'D 111711 1NX 1j7UN
TINA171100 7W 1110 TAYy7wn 0IN L, AMIwa 1100 amannm mvixel
11'0i1 .0'1j7V1 D7 D721V 7W DIMYTINY Y111 17XY NIYN 379N
17"V, 71T1AVi 2NN 1'27 77120 2ANTN0 172210 71220 w1Dwo  J1w7ei
TIX 11N ,71T12V Y017 D'WATI IX 71000 DTV D721V 12170 IWXD
Vi71 7V TNA12 X 111201 . T2V 7w DDA 1N 7V 1j7VNY7 w717 112011
WIN'W 10V VI INX T1371Y |, J1177i70 TNA0IXRA 1171100 711Va1i
1X T11Vi1 10N TIX DY TN TIIN7XN X1 1710 TIMI00H DT1niwTl
1j7Vn ,12 12 .11 DN T2V 11310 TV 71D 71N ,INXY T2V TIX
,ATIAVA TIYYW7 12VN AWNNI AWV 17171 11310 TRX IR TVAY WIN'W INR
,AITIAVY7 1INTIN X1 1IIMYXARDT T2V 7w 'DI0 AWNN1 11170 DX 1j7'V1

31V 7w 1M1'DI23 fNINN yTaa7 711107 77y

7V ,GDPR™1 1V13j771 "M'D'A7i DD Tj7TX0 7V |yw7 10 ,]2'07
VTN 11N7V1 TINY7 17V 12 .0ITXN1T Y90 NPT TIX 0107 i7'0VNil
SM'DA7 DIDIR — T1V72T710 TINWATYT "N VTN 71 N10X7 IN172 ,VT'Nil
TI'TIT'A NI'NA1 .J11A7w1 719071 TA1Vi 027 112 121X VTN IR T1V7
DINTNA 'l THNW7 MI'wn non™n EDPB- ,T11Vi 11'DIA1 1yl

.81 v"n 7°y7 ,Article 29 Data Protection Working Party 83
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L7'DUNI 7w 700 INTN, TV 7w 17071 2NN Y90 TIWNINN DNy
171"1'7722 . T2V 7W "WIRIT 70T ANINI X [7'0YNiT 7Y Y701 T ANN0
VA0 TIX 77707 7'0VNGA AWz 70 Q71 TN 37VN0Y 700w 17
M7 DIDI'R TINWAT JYN7 TIX'NI71 NTTAT'AY7 71101 T11vi 11'd1nl
N77 WX VT 7w 10N 47N 10 1 TNTIN 37VNYT7 TRNDATT $a7w
VT'N1 WIN'W ;71w170 MTN IX DT [110 D' 0MITX 7710 ,7171INn
TV 7w 17WIX17 VA11D TITDNIDIX TD7NA 17177 377VNi 17V 7177INY

N1V TIWYNYT 10 TYN X77 TWNNN 'RYN 17790 ;T1'WIIR T1271VN X77

TUXD1 ,GDPR™1 107 "M'D71 DIDIRi1 Nj7TX 7V (Vw7 1> EDPB-i1 07
,J11'DI0Y T2V 11271 V1A0Y7 71717V 179N 71171100 TIVNDi1 DD O'T7N
.(legitimate interest assessment) "N"D'A7 DIADLI'X TDWVil VX7 [7'DVYNi1 7V
7'0VUNN 7V N7 VIX*1'R ,GDPR™1 w1011 NWATI 11'R 17 7IDWNY NX
7711117 717V VTN TIAW IWRD 7D 7V 01 .ATTIMNXRT 117V7 TIY 017
n'Y7N1 LY 17VN 7W 701 7wn7 ,0TX TTN71 17 'wnn 11207
N7 ,UX17 7'DVYNIT7Y,0'71T1 0711 W WX VTN WINWY IX TV 7w

8,(data protection impact assessment) T11"D10Q{1 7V VAWl 1'j70m1 ,GDPR™1

DADI'Ri1 TINWAT (VN7 T11Vi 7110121 11Y*A0 N1'N17 T1'7707 TNADNI 1X7
/7WN7 70 .N1'0'XN0 1j7VN 111'01 01 EDPBT1 11N ,j7'DYNiT 7W "N'DA7i1
7w AWNNi T11DIVYN 7Y 12117 7'0DVYNi 7W M7 DIDI'R OW1 D MY
30 N7 TIDN 17707 i7'0DYNN 'R L1031 IR0 VTN 7V1 7000
LINDAX TIIXOD ATIXRYT DN TIRXTT TNIYZIN 770 ONXR 1j7VN 1771011
1j7VN1 TIDWNYT 1Mt TV 7w INX 1i7VN 0071 DD "INX 11'0
TNV 711'DIA1 Y0y 11711 ,0'1NIwT11 DN'WION1 WIN'Wil INX
TV 7722 EDPBT1 'A7 071X NQWW7Wi TTATAG L JIX'NIN W1
X7 OWIN IN'ON1 7WNY7 VN 11705 A0 1107 T1171100w
TIWMTN {7702 .JINM7i DINDIRI TTNAVTT 11013 711NA1,0'TIWN DINDIT™R

Article 29 Data ;GDPR-7 14-13 'p ;73-72 'ny ,25 v"n ‘77y7 ,Ball 84
.10-9 ,4-3 'ny ,81 v"n 77y7 ,Protection Working Party

.GDPR-7 14-13 ' ;73-72 'ny ,25 v"n 7°y7 ,Ball 85
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N17 NNyl ND7 T11W7 WwWar' 7'0Vniny EDPB nvXil NN
T1'7V00N VIn' 12171 JTIX 1017 701" X7 7'DVYniny ['TI'D1n menan” mwil
TINIDN TNMAD Nj7"0N VIN' IR ,17'7 11V Tyw1 179N Ima71100
,J11DVNI 12 112 26 'WONN MYXNANRD TN7IXY TIINTN 7100 1120 ,AWNna
L7'0VUNI W1 TIYXIANG 117'WAi 770 TIX TINDINT A0 T1A07 NIV
VX117 D'T11V7 QWAR7 7D [ JIIXMI IR 711 "MK 1175 10Un wInm
D1j7N1 12X17 D UXI1i1 12 .17X0W DMK YX17 D'XOT DAY ,JN21wn 11710
TIWI7 TIINIINN [1'RW1 1j7VN TI1A171100N0 NT'wAaIN AWNN JITNY 17120
D'XOT DY T1I'DIA TMI7'WA UX17 DTV 1701 TTVXNAXRIAY Li7'DYNil
data) VT'n 1T2IX NYINY7 T1DIVN X' 112011 ARNT .0TAVA N1 nuxa7
AWNNN TIWAN TIRXTT 7"X1Ti AT 70 NIX 701N (loss prevention
7V WX VTN DN K7W IX MO0, 717710 NII'RY N'DAN7 1D j7'0DVNil 7w
0107w 077011 '3 EDPB1 fVXi  JITIT'AN TIW™TA 770D .1IN177 TNTIX
121,07T21V7 DWITT 0NN 19T ATIWN 77K N7 1N T1VN60 Va7
TIV 7"X1Ti1 227 Mt N7WN X ,0TIWN 13171071 T2V 0T IWXD

87 ANN'7wn VIN'i7 OX 11N17 721w 70, NAITD7 7111Vl Dbl

7'7201' 11T "T171 X1 T2V 7w D1A71 YA NX 1j7YN D EDPB- 1 Iy Ty
DV .(facial recognition) D17 "11'T7 M1"21711201 WIN'WN VIN'7 {7'DVYNi1 7V
TNYXNAXA 7WNY7 TV 7W 1TV X 1j7VNY 101 71121 EDPBi1 ,TINT
TINVY7 MWV TR WNYWNN T1T12V0 107 IR T2V 7W D170 N1 INX 1j7UN
7w 1IMNDI TIX N'DINY7 X1 17VYNN DN WX 7WNYT7 72 .J1IX'NIN w1l
NIOX7 7121 17X 1j7VN 11171100 , 071X .V'DN X11YW DTV 7Y IR T11V1
YIN'Wil OX OX ,72'07 .12V 7V 1AW110 '0197T 11D 0011 YT'0 DA D1
7w M7 DILIR 7Y IMNWIAT DWY7 YIN1 D17'N INX 1j7VN 71121711001
AWORYT ,ANNT7 17W1 TIT 121X 117110000 TIX 7'VAi7 17V ,ji7'0Unil
7V 12 10D .XA1 7X¥X 715771 1120 ,0'N"0N 0M7N1 1j7VNi TIX TNA07 111V7
TIIN'D1 TINLIAN N7 1KY TINDLN7 VTN T1I2'WN VINTY7 7'0Vnil
111 T TIR YTM7 7'0VUNGN 7V 12 . T2V 7w 1T'W1XT 71DV 112D, T11Vi

.81 v"n 7°y7 ,Article 29 Data Protection Working Party 86

.oy 87
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17VN0 IIIX WNWNN T2V 1011 W7 1j7Yn 7171100 7w annryg 7y
TIN"{7 DX . 1171 NINJUINGA ATIAVA TYYT 72210 71117 X D700 IR
7V TIQ011 171N V'NDA7 w1 ,ATIaVi TMYYT7 129N 179N (W7 77X
7WITNIXRIY TIX T0TN TIDVANY "INX 71 7V017 37VN0Y ,7wWn7 .yTnn Tiaw
1NWN™ 1i7VNN MY IR L1112 YIINYT7 712,717 TARAN X DDDIN TR 1010

8 17T'¥N N7'V0 W71 T 7V {71 {7°0DVNil 1101

T MYMTINX X707 7'0DVNia 7V , 7NN 11190 110101 71Y™970 TWXD D1
1N TV AT7'NNY71 115777 VTN 117 T2V 11101 712D 11117 ,GDPR
TIIXO71 %, 7171 NXINIA 712177171 NDAIRN 121X YT'AA TIX JONKRT i7'0DVNil
1"17 T2V TMIDT 1'1 0710 110K NTDANYT T2 DRI DTWUXNRG TIR D71
TV TIDT TIXR 7127 7'0DVYNil WATI TV j7'DYNIT 7¥ N7 DIDIRI
WX VTN 7W 121NN 1AW D01 7Y 1737700 11"yl av7nn7 Tnny
TI'DIN7Y N7 WY 1T 71107 JITIVAYNA TITWIIR TV X77 1TITIR
1M17'Y* TINN7 OXTIN1 TV TIX TR WX 71130 179N 111711007

017 217" T U'D1 7V 1AL 17 Mi71Vn1

0'NDU1 X {7101 V1177 TIN'X1 TINANTA NI TR JTIX T'N0N (X GDPR11
TT1'NT T2V 11127 7V 11147 N'DAi7 DIMDAY 070'YA0 01770 ,0"X11Y7
7'72 70 j7'0VYN-TIAV DN 7V W70 TTTNITIR 7V WX VT T2 Nya
7V, T2V 7w 17120 7V 1112717 D TIN™ DA D'WYNX 71707 17N 1w
12N TNAY7W 1127 TINTA 7Y TIOW DT 7V117W DY R0 70 D00

L1712V D1j7N1 1j7VYN TNOIVNT IINY{7 TNAN "2 "W VTN T3V

Al-f1 71n1 m1'DIA7 N2t 7Y 100 .1.4.2.2

D1 TIN77 1711w 121, 711'DIAY7 11071 WII1AN1 070190 177700 MAT 1YY
WINW'Y7 TT'OINI7ZAN TT'DAWNN TNADNN 7V TITIDXR7N 111 7W NTURN

.oy 88
.73-72 'ny ,25 v"n 77y7 ,Ball 89
.GDPR-7 (1)22 'D ;4 'ny ,30 v"n '7°yY7 ,Ebert t al. 90

,81 v"n 77yY7 ,Article 29 Data Protection Working Party ;GDPR-7 88 'D 91
.9-8 'ny
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11D XWI1I 71N TIUXIT AW "1 TINRA T2 1790 711711001
TYXIM "010 ANDA1 117 0T INY770 2023 T 77701 .2021 1wl
922024 YN {710 "T27 fIXNIX

,Ma2,731j70 X7 — 11270 TN YAIXR7 TITIDX7N 711" TV AT Al 71N
D"717V 1'01IX1 111 WIN'WAY 112'0i1 JTIDIVi7 DXRTINI — 7010 IR 712110
,T1A2'7 T1I1MDTH 112D T10* 71107 7V 1IX 111ND 7V 127X TIR™MA 7V 7'0n7
121 AN 1N7TN71 7'v TYD'7 100X wN1N7 ,M1b'1 waIny ,1Miw'7 ,J11'oiny
,ATIAY TIN7N1 7Y TITTOX7N 711'1 TNDVNA 1710 70100 (Njzv7
TN TTIN1TN DTV 71171971 7107171 D131V D171 11'AY7 T10Vn 1110
11'1 T12VN MA7WNi , 07 T11V INX 1i7VN 71171100 D2 1227 %.1133 112'0
VIX'17 ITINXRTIA71 TN 7w 1117'0"7 Va111 713171 172000 TT110X7N

AT 11270 1INNA 7707 My 1Y TN'wn

WIN'W71 {711"W'7 TINTIN 11323 112'0 1NN NANTAN TT1DX70 117 711DVN
TI701N01 TN YT 711°Y7 71931 771 X "Nl TINRI 7191
YIN'Wi 711wl TIN'OUN7 7°1171 MYMT AT'Y7X A 7101 ID11ani

European Commission, Proposal for a Requlation of the European 92
Parliament and of the Council Laying Down Harmonised Rules on
Artificial Intelligence (Artificial Intelligence Act) and Amending
Certain Union Legislative Acts, Brussels, 21.4.2021 (COM[2021] 206
791717KN DINY13A 2 T2 7y N7 nXNIX 7N ayxa :(final, 2021/0104 [CODI]
European Parliament legislative resolution of 13 March 1x1.2024 yana
2024 on the proposal for a requlation of the European Parliament

and of the Council on Laying down Harmonised rules on Artificial
Intelligence (Artificial Intelligence Act) and amending Certain Union
:17n7) Legislative Acts (COM[2021]0206 - C9-0146/2021 - 2021/0106(C0OD)
Gian Volpicelli, ChatGPT Broke the EU Plan to Regulate ;(AI"n i11n

AI, Politico (March 3, 2023); Spencer Feingold, The European Union's
Artificial Intelligence Act, Explained, World Economic Forum (March
28, 2023)

71N7 ANNEX III-7 4 97yDp1 AI 0 7107 (2)6 'D ,01Dnn 71277 5.2.3 'D113 'ny 93
Daniel Stander, THE EU's Proposed Artificial Intelligence Act, ;AL ™n
XIII(116) National Law Review (April 26, 2023)

50


https://eur-lex.europa.eu/smartapi/cgi/sga_doc?smartapi!celexplus!prod!DocNumber&lg=EN&type_doc=COMfinal&an_doc=2021&nu_doc=0206
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2021/0106(COD)
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TYMT 11AN 7117712 1770 TNWMTA 241K TINRO 71w1 1721711001
117 ,VT'M7 DIW{7i 0'RWI1 717001 "7N'1'"N DITIDD MY117i 711'Dawn
VIT™ MOy 5wt yTnia TV (data governance) D' 7wnN
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Abstract

The Coronavirus pandemic created a new pattern of work: hybrid
employment, where employees divide their workdays between the home
office and the employer’s workplace. Employers were suddenly confronted
with the need to maintain the organization’s efficiency in a reality in
which they could not physically surveil workers. As a result, surveillance
technologies began to develop not only among blue-collar workers,
where they had been used in the past at varying levels of intrusiveness,
but also among white-collar workers. The flourishing of technologies for
surveilling employees led to an increasing emphasis on “worker visibility.”
In practical terms, this means the exposure of the worker’s output,
thoughts, and environment to the employer, leading to the growing
blurring of the distinction between the workplace, the private domain,

and the public domain.

However, a unidimensional description of technologies for surveilling
employees is misleading. Some of these technologies have legitimate
goals, particularly the desire to improve the job market in the hybrid
era. Thus our subject actually relates to dual-use technologies that can

be used to realize legitimate and important public and organizational
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interests, but which may also lead to the grave violation of the worker’s

right to privacy.

This study focuses on the question of the violation of the worker’s right to
privacy due to the use of surveillance technology, recognizing its dual-use
nature. The study reviews some of the employee surveillance technologies
currently available in the market and describes the possible violation of
privacy these permit. This is followed by an examination of the scope of
the worker’s right to privacy in the United States, the European Union, and
Israel, as well as the existing reliefs available for workers whose privacy

has been infringed due to the use of surveillance technology.

Based on this review, the study proposes the adoption of a different
approach to examining the violation of workers’ privacy. This approach
does not assume as its starting point that the worker is present in a space
that belongs to the employer, but rather takes into account the degree of
intrusiveness made possible by surveillance technologies, both in terms
of the scope of personal information they expose to the employer and in
terms of the new domains to which they grant access to the employer.
Thus a surveillance technology may be installed in the employer’s
physical domain—on the laptop the employer provides to the employee,
for example—thereby permitting the collection of personal information
from digital domains and even from the worker’s physical surroundings.
Accordingly, when examining the violation of the worker’s right to privacy,
it is important to take into account the physical domain in which the
worker is present at the time of the violation, the domain in which the
surveillance technology is installed, the digital or physical domain in
which personal information is collected, the sensitivity of the processed
personal information, and the scope and frequency of its collection. A
spectrum thus emerges whereby the more private the physical domain
where the employer is (i.e., the domain where the surveillance technology
is installed) and the domain where the personal information is collected,

and the more extensive and sensitive the information collected—the
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more we will conclude that the violation of the worker’s right to privacy
should be considered intrusive and disproportionate. Addressing this
spectrum when considering the legality of the violation of the worker’s
right to privacy will ensure that the legal rule will not be limited to certain

circumstances or technologies.

In addition to examining the violation of the worker’s right to privacy,
the study also considers the possibility of imposing liability and claiming
relief not only from employers who use technologies to surveil their
employees, but also from the developers of these technologies. This
would be possible through the adoption in privacy protection law of the
contributory infringement doctrine, borrowed from intellectual property
law. The adoption of this doctrine will serve as an additional tool in the
toolbox available to employees in order to defend their right to privacy.
This move is liable to cause an enforcement failure regarding jurisdiction
and the applicable law and to damage additional interests due to
the broad character of the right to privacy. However, it will provide the
necessary strengthening of the right to privacy, which has been put on
the defensive for years due to technological developments that regard

personal information as a negotiable commodity.

The proposed move could restore the proper equilibrium of the values
underlying the right to privacy, derived from the right to dignity—a
right that is important for personal autonomy, self-definition, and the
ability to take decisions without alien intervention. The adoption of the
contributory infringement doctrine is in the public interest, since it may
incentivize the companies that develop technologies to act to minimize
the possible violation of privacy and to strengthen their supervision
of the use of these technologies, such as by mitigating some of the
potential characteristics of surveillance technology. For example, the
types of personal collection the technology collects and processes could
be restricted, as could the range of insights it provides, based on the use

of artificial intelligence. Alternatively, the possible uses of these insights
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could be restricted through the management of human resources in the
organization, including decisions on recruitment, transfer, promotion, and

dismissal.
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